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IoT Trend Affects All Markets 
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Internet of Things (IoT) offers broad 
opportunities 

Smart Home Automotive Industrial  ICT 

Greater efficiency 2 

Increased flexibility and customization 3 

New capabilities and services 1 
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Overall Security Architecture inside the car & 
with controlled interfaces to the outside world 

ATTACK 
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Infotainment 
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The Chrysler Impact 

First time in automotive 
history that Cyber Security 
created a massive damage. 

› No ability to patch software 
update over the air 

› Cost of fixing bug: > 1 B US $ 

› Exploit only used by “white 
hat” hackers. 
No cost covering damage by 
attacks 

Wakeup Call for the industry 

 Increased interest of SOTA 
(software of the air updates) 

 Poor security costs money 
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Enabling the root of trust for internal and external communication 

Trust anchors 

Automotive security Architecture 

Protected Execution 
Environments hosting 

› Key storage and related 
cryptographic operation 

› Security Applications 

Transmission 

Battery  
Management 

Engine  
Control 

… 

Powertrain  
Domain Controller 

ABS/ESP 

ACC 

Car2Car Com 

… 

Chassis Domain 
Controller 

Door  
Module 

Air Condition 

Seat  
control 

Immobilizer 

Body Domain 
Controller 

E-Call/cell wireless 

Telematic Control  
Unit 

Head Unit 

… 

Infotainment Domain 
Controller 

Gateway / Firewall 

Integrated on MCU 

› High speed 

› Secured Onboard Communication 

› Logical security 

2 

1 

Discrete Security Controller 

› External communication 

› Protecting high value 

› Certified hardware security 
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Infineon’s Product Portfolio for a 
Security Architecture 2018++ 

Battery  
Management 

Inverter 

Engine  
Control 

… 

Powertrain  
Domain Controller 

ABS/ESP 

ACC 

Car2Car Com 

… 

Chassis Domain 
Controller 

Door  
Module 

Air Condition 

Seat  
control 

Immobilizer 

Body Domain 
Controller 

E-Call/cell wireless 

Telematic Control  
Unit 

Head Unit 

… 

Infotainment Domain 
Controller 

Gateway / Firewall 

AURIX™ AUDO MAX 

› Application: 

Powertrain/Safety 
 
 

› Driver:  

On Board Security 

› Application: 

Car Services 
 
 

› Driver:  

Standards reuse 

OPTIGA™ TPM 

› Application: 

Car2Car 
Communication 
 

› Driver:  

Network integrity, 
Privacy 

SLI 97 V2V  

› Application: 

Cellular wireless 
Communication 
 

› Driver:  

Network auth. 

SLI 76          SLI 97 

Integrated 1 Discrete Hardware Security 2 
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Secured SOTA architecture 
A brief explanation 

Security Updates 

Auto Apps 

Software Update 

Performance 
Upgrade 

Safety and security must be ensured throughout the process 

Step 1: Download while driving 

› Software download to central 
storage 

› Unnoticed by the customer 

› Vehicle shall be at any time safe and 
operational 

Step 2: Update from central storage 

› After customer approval 

› In the background or at key-off 

› Permissible update time 
(100s to 15min) 

› Confirmation to backend 
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Secured SOTA architecture 
Security partitioning – IFX offering 

› Cellular network access 
 

› Mutual authentication between  
car and OEM update server 

› Encrypted transport channel 
 

Service Authentication 

Verification and central 
Storage 

› Service pack reception 

› 1st verification 

› Storage in car central memory 

Update of Target ECU 

› Service pack reception 

› 2nd verification 

› Flashing of code memory 

Telematics 
Unit 

Central 
Storage** 

Central  
Gateway 

OPTIGATM TPM*  

Application 
Processor  
& Modem 

SLI 76/  
SLI 97 

AURIXTM 

 
HSM 

AURIXTM 

 
HSM 

OBD 

Domain A 

Target ECU 

Domain B 

Target ECU 

… 

Update 
Server 

OPTIGATM TPM 
  

AURIXTM 
  HSM 

AURIXTM 
  HSM 

AURIXTM 

 
HSM 

SLI 76/ SLI 97 

**   depending of customer  
architecture part of  
gateway, telematics 
etc. 

*     depending of customer  
architecture part 
attached to application  
processor or AURIXTM 
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Bad-Better-Best: Options for IoT Security 

SOFTWARE ONLY 

Secures against casual 
intrusion and basic software 
attacks 

NO SECURITY 
Everything open  
for all to see 

HARDWARE SECURITY 

Secures against hardware 
attacks and hardens against 
software attacks 

Reading 
Software code easily readable by 
hackers 

Hardware chip protects itself 
against code reading 

Copying 
Software code easily copied and 
shared by hackers 

Secure hardware cannot be 
easily copied. Must be 
extensively reverse engineered 
and remanufactured. 

Analyzing 
Software code easily analyzed 
and understood using standard 
tools 

Secure hardware use proprietary 
designs and non-standard code 
that is not easily understood 

Root of Trust 
Software has no "Root of Trust", 
recovery of broken system 
practically impossible 

Secure hardware provides "Root 
of Trust" anchor for system, 
providing detection, recoverability, 
secured updates 
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