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QSDC

Quality, Security, Durability and Cost (QSDC) are the cornerstones of any successful
ID program

When designing the most appropriate ID, consider

There will be trade-offs and compromises

Use Best Practices to minimize risks

& DURABILITY




ENTRUST DATACARD -- ACQUISITION OF ENTRUST IN 2014

* Formerly “Entrust” and “Datacard Group” —Entrust Datacard
* Privately held with headquarters in Minneapolis — founded in 1969

PRIMARY MARKETS

. 10M+ Identity and Payment
Credentials Issued Daily
. Billions of Transactions Managed

Annually

Trusted Identities | Secure Transactions
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OUR COMBINED CUSTOMER BASE - BUILT ON TRUST

20 of Top 20 18 of Top 20 8 of Top 10
Tens Of Finance eGovernment Telcos
thousands of
customers,
including:

8 of Top 10 7 of Top 10

Aerospace Pharmaceutical

4 of Top 5

Petroleum

Rely on us for their most trusted applications:

System access &
data security for
facilities,
infrastructure &
borders

Secure
communications
for web, social
and messaging

Citizen
identification,
services and
benefits distribution

Financial and
eCommerce
transactions
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ENTRUST PORTFOLIO

Identity & Access Management
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Entrust Web access control and single
GetAccess’ sign-on for online transactions

Extensible software authentication

Hl'_r platform for mobile, cloud and
IdenhfyGuurd physical and logical environments
Entrust Transaction monitoring, fraud
TransactionGuard detection, behavior and identity

analytics

Public Key Infrastructure (PKI)

Encryption
Authentication 9B

Digital Signatures

Elﬂﬂlﬂ‘ PKI Certification Authority; digital
AU'hOI‘IfY certificate issuance

w Secure, encrypted file sharing and
Elﬂe"lgence communication

SMART
CREDENTIALS

Obtain Smast Credentals in
ane of several form faclors:

Entrust Cloud

L

Smart Credentials

PKI f\- Discovery
Entrust IdenfityGuard

Cloud Services

F AT

SsL Device
Certificates

SSL

Obtain SSL and other
certificates that are trusted
globally!

DEVICE

CERTIFICATES

Obtain Device Certificates to
enable network access

DISCOVERY

Scan your network to find and

© DataCard Corporation. All rights reserved.
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WIDE RANGE OF CERTIFICATES AND SERVICES

SSL Certificates & Website Security Signing Certificates User Certificates

OV SSL Certificates ~ Entrust/Sitelock Code Signing Secure Email

Standard Authenticode
Advantage VB & Macros
Wildcard Java & Adobe AIR
UC Multi-Domain Kernel Mode Signing
Private SSL

Personal
Enterprise

=  Website Security
bundles

OV Certificates include Ad (0] b e CDS

Intel AMT support for Vpro

EV SSL Certificates

Individual
Group
Enterprise Lite & Pro

Device Certificates

=  Mobile Device
Certificates
Entrust Certificate Discovery and Management

= EV Multi-Domain




MARKET NEED

» Mobile market is exploding

« Employees bring phones to work to use them
» Employers want to leverage employee-funded hardware if they can
» Results in BYOD environment

» Multiple o/s to support

» Average person has 2.3 devices?

* Device turnover rate higher than user turnover!




SOLVE THE PROBLEM: MOBILE DEVICE CERTIFICATES

* Your WiFi network is probably
protected by userid/password!

» Easy for employees to share
credentials and overload network
— No trail of who did wha
— Not a good way to control access

( jsmith )
[ T ——— )

» Control your network access
« Audit network access

* Protect your IP and network
assets

@ Entrust Datacard




PAYMENT AUTHENTICATOR SUITE
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" Mobile Smart  gpa Standards-based
Credential ;‘é

Token
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Device
Authentication

g
110

Grid / eGrid
Digital OTP Tokens
Certificates

Knowledge
Enfrust based

|dentityGuard

Mutual
Authentication

Smartcards Future Requirements

and USB

QA

——]
EII
LOGIN
Password

|P-Geolocation
ransaction
Signing

Biometrics

SOFTWARE AUTHENTICATION PLATFORM

Authenticator Domain User Context-Based
Suite Agnostic Self-Service User Experience

mf ldentllyﬁuurd EXTENSIBLE SOFTWARE AUTHENTICATION PLATFORM

Comprehensive Deployment Context-Based
APIs and SDKs Integration Options Policy Agility
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EXAMPLE INTEGRATIONS
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Authenticator

Domain
Suite

Context-Based
Agnostic

User Experience

Self-Service

m' mnmmrd EXTENSIBLE SOFTWARE AUTHENTICATION PLATFORM

APIs and SDKs Comprehensive

Deployment
Integration

Context-Based
Options Policy Agility
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BANKING CONSUMER OF BANKING AND PAYMENTS

Windows RBA Pas(:\?vi;rc;n;ePKI Jgn Transactions e
banking Auth by OTP and PKI PKI & OTP

Mobile Embedded OTP &

PKI SDK Mobile
Biometric

/ UICC, TEE %

banking

Device fingerprint

Banking

Mobile EMV PKI UICC, TEE

payments QR Code Card Emulation
CIBC

CIBC Mobile
Payment




TRUSTED EXECUTION ENVIRONMENT - PROTECT OTP FROM THEFT

ARM Microprocessor

TEE partition § Regular partition

Entrust

IdentityGuard -

Trusted Trusted
HECEIT SISl OTP Seed value or Digitial Identity
cannot be stolen
* PIN cannot be stolen
* DISPLAY cannot be altered

Bank or
Other Apps Enterprise

VPN/Web

it nnEnEhhhhannn
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TALK TO US ABOUT
BEST PRACTICES IN THIS INDUSTRY AND

OUR SOLUTIONS

THANK YOU

@ Entrust Datacard




